Fortimail: peweHna gna 3awuThbl
3NIeKTPOHHOMU NOYThLI

Maxunos C.




[MpeactaBneHue FortiMail

LLino3 6e3onacHocTU
3NIeKTPOHHOMN MOYTbI

LLiBenuapckum HOX ANA 3aWnUTbl NOYTDI
YMeeT no4vTu BCe, U C HAM fnerko padorartb

HauBbicwasn achpeKTMBHOCTb
Inpep He3zaBucumbIx TectoB ICSA Labs, SE Labs,
Virus Bulletin no npotMBogencTBmMIO cnamy,
doumwmHry, sBpegoHocHomy O

UHTerpupoBaH B Fortinet Security Fabric

Bce 3Tanbl XXKW3HEHHOIO LMKIa aTak1 B
pa3pese MH(pPACTPYKTYpPbl NpeanpuaTus
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N
FortiMail wno3 6e30nacHOCTU 3NIEKTPOHHOU NOYThLI

i Impersonation Analysis

Click Protection

Outbreak Protection
" Behaviour Analysis
Content Disarm

[MpoTuBOoaencTBUE Ha 4 pybexax

3aWMTbl ANIEKTPOHHOU NMOYTLI:
i SPF, DMARC, DKIM

v " Newsletter Greymail
1. W3BecCTHble OTI'IpaBVITeI'IVI/O6'beKTbI . I

i FortiGuard URL Filtering
2. |_|O,£I,O3pMTEJ'IbeIe oTnpasunTenu i FortiGuard Anti-Spam

FortiGuard Antivirus
3. yl'p03bl Hynesoro gHA
4. TlonbITKN NOAMEHbI JINYHOCTH,
KoOmMnpomeTauna 6usHec noyThbl

- © Fortinet Inc. All Rights Reserved. 3



FortiMail 0630p pyHKUMOHaNa




Buab! Yrpos

Spooflng - Ha3blBaeTCA NPAKTUKA 3/10YMbILLIEHHUKOB MAaCKMPOBATbCA NO4 KOHKPETHOro noab3oBaTena nnum
NOAK/IFOYEHHOIO K CETU YCTPOMCTBA C LEeNbI0 MOXMLLEHMA OAHHbIX, PaCNpPOCTPaHeHUA BpeaoHocHoro N0 nau
0b6Xx0XKAEHNA MEXaHU3MOB KOHTPOAS aocTtyna. Camon pacnpoctpaHeHHoU cnydPpuHr atakomn asasetca Email cnygdunr

Ransomware - [lporpamma-BbiMmoraTesib, NIporpamma-LLIaHTaXKUCT — TUM 3/10BpPegHOro NporpammHoro

O6€Cﬂe‘-IeHMFI, npeagHa3HadyeH ANA BbIMOIrate/1IbCTBa, 6ﬂ0KMpY€T A0CTYyN K KOMI'IbPOTepHOIZ cmcreme nnun
npeaorspawaet CHUTbIBaAHNE 3aMMUCAHHbLIX B HEM AQHHbIX

PUWUHT — PACCbIJIKAa MACCOBbIX 3/1IEKTPOHHbIX MMCEM OT UMEHM NONYIAPHbIX OPEHA0B, a TaK Xe JINYHbIX
COObOLWEHNN BHYTPU PaIMYHbIX CeEpBMCOB. Hanpmumep OT MMeHM BaHKOB MM PaboOTHUKOB KOMNAHNK

Cnam — 7o HexxenatenbHble coobLeHnA B N1060# popme, KOTOpble OTNPaBAAIOTCA B 6ONbLIOM KONMYECTBE.
Yaule Bcero cnam otnpasnsaeTcs B Gopme KOMMEPUECKUX INTEKTPOHHbIX MUCEM, NPUC/IaHHbIX Ha 6onblioe

KO/IMYECTBO a4peCoB, a TakKXKe Hepe3 MrHoBeHHbleE N TEKCTOBbIE COO6IJ.I,€HMFI (SMS), counaabHble meana N gax<ke
ro10COBYHO MOYTY.



[Mpobrnembl 6€30NaCHOCTU INTEKTPOHHOMN NOYThLI

BpenoHocHoe 10

1. 92,4% BpenoHOCOB
gocTasnsaercda Yyepes email
2. Pacyet Ha Kon-Bo nnu Ha

BPeOOHOCLI HYNeBoro gHS
3. Llenb — HeoNnbITHLIE
nonb3oBaTesin — XXepTBbl
pacChbINOoK
4. TexXHUKn coumnarnbHomn
NHXeHepuu

OULLNHI

4% nonb3oBarternen nponayTt
Nno ndoun ccbifnke

Copepxmnoe aganTMpoBaHo
N OYEHb NpPaBaonogobHO

« Llenb — KOHKpeTHas
OopraHusaumsa n KnyeBble
COTPYOHWUKMN

 TexHukn coumanbHOW
NHXXEHEPUU

>

YTeuyKka AaHHbIX

1. PasrnaweHwne
KOMMeEpPYEeCKOU TanHbl

2. OTnpaBka
KopmaeHumnansHou
NHdopmauum 6e3
LUnppoBaHUA

3. KoprnopaTtuBHbIn
LLUNUOHAaX

4. Ywepb penytaumnu
KOMMNaHunun




IANEKTPOHHas NoYTa OCHOBHOW BEKTOP Yrpo3bl

D ® ® G

ITroaun Email Ransomware BEC

MpOLEHT HapyLLEHWUI, CBA3AHHbIX [MpoueHT HapyLLeHui, B [MpoueHT B3rOMOB, CBA3AHHbIX [MpoueHT aTak Cc KoMnpomMeTaLmen
C YeroBeYeCcKMM DakTopoM, KOTOpPbIX 3reKTPOHHasA noyTa C nporpamMmmamu- OEeMn0oBOW 3MNEKTPOHHOW MOoYThI
BKITHOYAsi «UCMONb30BaHMe Oblna «BEKTOPOM OENCTBUSA» BbIMOraTensiMu, Bolpoc (BEC), koTopble NpuBenu K notepe

YKpaAEHHbIX YY4ETHbIX AaHHbIX, ONs coumanbHbIX aTtak unm npumepHo ¢ 12 % B AeHer, no gaHHbIM Verizon DBIR
PULLIMHT, HENpaBoOMepHOe BPEAOHOCHbIX NporpamMm. npenblayLwem rogy*. 3a 2021 rog.
NCNonb30BaHME Un NPOCTO
OLLNOKY».

All statistics are from Verizon Data Breach Investigations Report 2022, except for the BEC reference which is from the 2021 DBIR report.
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3awuTta oT crnama

AHTUcnamMm/AHTUULLKUHT

» CepBuc penytauum FortiGuard
= (Obna4yHasa 6as3a AOaHHbIX o6 OoTnpaBUTENTAX N KOHTEHTE ClaM Nnucem
» PenyTauMoOHHbIE CEPBUCHI: aHTUBUPYC, aHTUcnam, KateropmposaHne URL
= Penytauwns IP agpecoB oTnpaBuTenemn

»  OunbTpauns OCHOBHOM AONKU cnama ¢ MUHUManbHbIMK 3aTpaTamm

« Advanced Filtering Techniques

= BbissBNeHne HOBbIX KaMnaHun no pacchbinike cnama

= AHanu3s 3arosioBKOB

| SBDUCTUYCCKMIIGHANNG Fortinet FortiMail contd.
Final score: 99.997 @
Project Honey Pot SC rate: 99.995%
» OnpegeneHve MackMpoBKM MO, PacChISKu Abusix SC rate: 99.999%
= DKIM/ SPF / DMARC Newsletters FP rate: 0.0%

" PeI'IyTaLI,l/IFI oTnpaBUTeEnNA

VERIFIED

virusbtn.com
U ﬂ,eTeKTI/IpOBaHI/Ie HexxenaTtenbHoro MO

= © Fortinet Inc. All Rights Reserved.




[MpoTBOAENCTBUE TapreTUpPoOBaHHbLIM aTakam

AHanun3 B necovHmnue FortiSandbox

FortiMail
I'IecquMu,a JFIoKanbHasi uUnu B obnake
@ &\ —lp 3) BosBpaluaetca pesynbrar,
. : . ’ NPYHUMaEeTCH pelLleHne B
FortiSandbox Cloud BxoauTt B Enterprise nognucky Mchmo C COOTBETCIBIN C MONUTHKON
noao3puTesibHbIM
AfIieMeHTOM

FortiMail nomewaeT nucbMo B o4yepenb u
oTnpaBndeT BnoxeHuda n URL Ha aHanu3

Call Back Detection

. . . 1) BnoxeHne/URL A
« Cratndeckuin CUrHaTypHbIN U 3BPUCTUYECKNIN aHanu3 oThpaBnsioTcs Eull Virtual Sandbox
B FortiSandbox A

3anpoc penyTtauuu B obnake FortiSandbox Cloud ,
Code Emulation

[VHaMU4eckuii aHanu3 B BUPTYanbHON cpeae A
Cloud File Query

AV Pre-filter

BbigBneHune nonbiTok cBa3n ¢ C&C 2) MposoawTes

MHOIrOYpPOBHEBbIN
aHanu3 ob6bekToB

MHoroypoBHeBOE KeLUMpoBaHWe pe3ynbTaToB

FortiSandbox

© Fortinet Inc. All Rights Reserved. 9



HeuTtpanusauuna KOHTeHTa U pabdboTta ¢ apxmBammu

Pa3opyxeHne n PeKOHCTpYKUMSA

HenTpanusaunsa akTUBHOro KOHTEHTa BO YoaneHvie MakpocoB

BrioxeHusx (PDF, Office)

DOCM test file

* YpaneHue MakpocoB, CKPUMNTOB BCTPOEHHbIX aKTUBHbIX : o o et Hentpanusauus
06bekToB 13 BnoxeHun (“PasopyxeHune” n ’ Document e ype: DOGM rMNepCcChINoK

“PekoHCTpyKUMS” : iy /

* YpaneHue\damelleHne BpegoHocHbIx URL s

—— YnaneHue BCTPOEHHOrO
* lcxogHoe BnoXeHme MOXET ObiTb NOMELLEHO B 2 / aKTUBHOIO CO4EPXMMOTrO
Nnosib30BaTeSIbCKUN KapaHTUH )
PacnakoBka 3anaponeHHbIX apxueos, PDF ol R e
N OPUCHbIX AOKYMEHTOB T e ecosiirtion
8 hospital patient whose idg Action: --Default-- v
) ﬂpe,uHaCTpoeHHbll/l CMMNCOK Napornen e gl © HTMLcontent  [TETTORTTv TS »
. : e he rames o | et
 [louck naponeu B Tene nucbma : zebes | O Textcontent | | Remove URls View setings.
. o Page:10f2 | Words:425 | <35 English (US) 3 © MS Office Click Protection
* MoxHo 3arpy3nTtb CBOU CNUCOK nMaporien —
£ Archive Handling

AN R
= © Fortinet Inc. All Rights Reserved. 10



HeunTpanusauuna KOHTEHTa

(Content Disarm and Reconstruction, CDR)

RESTRICTED ITEMS

IN YOUR EMAIL FILES

1 2 = K 3
Macros Links ActiveX
2 oo 3,
: »
)\ ®
5
/
6
’
I 4
4 5 6
Forms Buttons Movies

MS Office:

Word,

Excel, PowerPoint
office-macro
office-hyperlink
office-linked-object

office-embedded-object

office-dde

© Fortinet Inc. All Rights Reserved.

PDF

office-macro
office-hyperlink
Javascript
embedded-file
action-gotor

e action-launch
e action-uri
e action-sound

action-movie

 action-javascript
 action-form

hyperlink

11



3aluTa npv nepexoae no cchbiyikam B NMcbMax

UHTerpauums c Fortilsolator

 Moxert NMPUMEHATBLCA COBMECTHO

C 3aLL|.|/|TO|7| B MOMEHT KJTUKa http://www.badsite.com

L]

* I'IepenMCblsaHme CCblJTIOK B T€Jl€e
NMNMCbMa A5A rnepeHaripaBjieHnA

* Fortilsolator \

https://fortilsolator/isolator/http://www.badsite.com

Fortilsolator

» becknuneHTckun yganeHHbIn

bpaysep OToBpaKeHVe CTpaHULbl B
yaaneHHOM 6EeCKITMEHTCKOM
« CokpbITHe nHpopmarmm o Gpayaepe

rnofib3oBaTteneun oT
3MNOYMbILLNEHHMNKOB

AR
12
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http://www.badsite.com/
http://www.badsite.com/

3aliMTta B MOMEHT KITUKa No CCbINKe B NUCbMe

8 g — /N

URL B Tene nncem npoBepAOTCA ABaXAbl:

* B MOMEHT nepBOro NpoxoxaeHua yepes
FortiMail (npn aTOM NnepenucbiBatoTCs AN
nepeHanpassieHmes npu nocriegyoumx
KITMKax)

* B MOMEHT He nocpencBeHHOro Krika

nonb3oBarensa (4Tobbl yoeanTbeca, 4To
nepexon no URL Bce elle 6be3onaceH)

https://www.example.com/

Q Access Denied

https://www.example.com/

e

" © Fortinet Inc. All Rights Reserved.
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Demo

i All Folders ¥ % Close * Reply “ Reply Al e Forward B Move More~ @ Delete 10f3 < >

(=) Subject; test Fri, 25 May 2013 13:44:55 +0000
From: yourfriend@amail.com

Drafts To: a@a.com
Date: May 25, 2013 3:44:55 PM

Sent ltems Fortinet website here and visit us on FaceBook!!ll and Don't miss any news on CNN

Bulk

Trash

Encrypted Email

© Fortinet Inc. All Rights Reserved.




Time-of-Click Protection: logs

Log Type Date Time a Classifier  Dispositi... From HeaderF.. To Subject Client IP Client Na... Source Message
Mail Event  2018-10-01 11:50:31.854 from=<yourfriend@gmail.com>, size=861, dass=0, nrcpts=1, msgid=...
AntiSpam | 2018-10-01 11:50:32.190 yourfrien... a@a.com test Mon, ... | 10.0.0.66 Detected by Attachment Filter. Content disarm
History 2018-10-01 11:50:32.191 Attachme... ModifyS..  vyourfrien.. yourfrien.. a@a.com test Mon, ... | 10.0.0.66 External
Mail Event  2018-10-01 11:50:32.226 STARTTLS=client, relay=a.com., version=TLSv 1.2, verify=0K, cipher...
Mail Event  2018-10-01 11:50:32.568 to=<a@a.com>, delay=00:00:01. xdelay=00:00:00, mailer=esmtp, pri...
AntiSpam | 2018-10-01 12:07:08.043 a@a.com 10.00.1 URI Protect Passed: received at Mon, 01 Oct 2018, received categor..
AntiSpam  2018-10-01 12:09:47.317 a@a.com 10.0.0.1 URI Protect Blocked: received at Mon, 01 Oct 2018. category: 37, cli...
AntiSioam | 2018-10-01 12:10:01.653 a@a.com 10.00.1 URI Protect Passed: received at Mon, 01 Oct 2018, received categor...
Date=2018-10-01
Time=12:10:01.653
To=a@a.com

Client Name=10.0.0.1
Message=URI Protect Passed: received at Mon, 01 Oct 2018, received category: 36, clicked category: 36, http://www.cnn.com
Session ID=w9190V12004663-w9150V13004663

© Fortinet Inc. All Rights Reserved.
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[TonbITKN NnogMeHbl FINYHOCTU

* BbisiBreHne MackMpoBKM OTNpaBUTeENs nog é
TOMN-MEHEeOXKMEHT

- : Warning: Suspected Impersonation
Mail From : Ken Xie <kxie@frotinet.com> G- Susp p i

» 3agaem koppekTHoe OTobpaxaemoe nmsi/Email To : CFO@fortinet.com > ™M
7 AntiS Profil
» Bbigsnaem cnydpuHr Bo BXogdawemn rnoyre Spam Frome
Domain: --System--
» npeﬂynpe)maeM nonyanenﬂ Profile name: AS_Inbound
Default action: | UserQuarantine v| + MNew.. | E Edit.
bsziiimiin & ScanConfigurations
B © FortiGuard Action:| --Default-—- -
Profile name: ImpersonationProfile P Greylist
Domain: system € SPF check Action:| —-Default- -
(» DMARC check Action:| --Default-- -
Impersonation Entry €D Behavior analysis Action:| --Default-—- -
(B Header analysis Action:| --Default-- -
4 MNew.. [# Edit. T Delete & © Impersonation analysis Action:| --Default-- -
— _ Impersonation profile: ImpersonationProfile | | 4+ New.. [ Edit.
" 1 /1 Records per page: | 50 - Selected: 1/ 8 © feoreic Acton] —Defouiie -
. : C® SUREL [Confi tion... Action:| --Default-- -
Display Mame Pattern Pattern Type Email Address [Confieuration ] con e
® DNSBL [Configuration...] Action:| --Default-—- -
Ken Xie Wildcard ken.xie@fortinet.com (® Banned word [Confisuration...] Action:| --Default-- -
AN R . .
- © Fortinet Inc. All Rights Reserved. 16



BapuaHTbl ncnonHeHus

Pexxnm paboTbl 1 knactepusauus




BapuaHTbl MICNONMHEHUA

NMporpaMMHoO-annapaTHbie
KOMIJIEKCbI

JInHenka ycTponcTs

dunbTpauymna ot 30 TeiC. 4O 2
MJIH COODOLLLeHUN B Yac

Mopnepxka 10GE
NHTepdencos

KonunuyecrBo nosib3oBarteneu
He orpaHMYuBaeTCcs

vmware g@ HyperV ~KVM

CiTRIX

XenServer NUTANI>S.

amazon

webservices™ 0

BupTtyanbHbie YCTPOUCTBA

- Microsoft Azure

JInHenka yCcTpoucTs

nI/ILI,eHBI/IpOBaHI/Ie no Yyncny
agep n 4oMeHOB

KonunuyecTtBo nosib3oBartenen
He orpaHu4YMBaeTcs

© Fortinet Inc. All Rights Reserved.

=:RTINET.

O6n1a4HbIN cepBUC

 Pexunm Gateway unu Server

« Xoctutca Fortinet,

ynpasnaetTca COBMeCTHO

 [lognuncka no yncny

No/sIb30BaTe/IEN B IO/,

18




FortiMall

99.7% Spam detection rate

Advanced multi-layer malware detection
Inbound and outbound filtering

Integration with customer LDAP

Secure message delivery (TLS and DANE)
Message tracking

Virus Outbreak Service

Identity-Based Encryption (IBE)

Reporting

Email Data Loss Prevention

Content Disarm and Reconstruction

URL Click Protection

Impersonation Analysis

Cloud Sandboxing

Real-time scanning of Microsoft 365 mailboxes
Scheduled scanning of Microsoft 365 mailboxes

Post-delivery clawback of newly discovered email threats

We want full control

© Fortinet Inc. All Rights Reserved.

Enterprise Advanced Threat Ent. ATP with Microsoft 0365 API
Feature Base Bundle .
Protection Bundle Support Bundle
[

19



PeXxXuMbl padoThl

OTKa30yCTOMYMBOCTL U TOPU3OHTaNbHOE MacluTabnpoBaHme

Active-Passive knacTtep

2 NOSTHOCTBIO CUHXPOHM3UPOBaHHbLIX YCTPOMUCTBA A DV -
S Q\NE
 Heartbeat 1 MOHUTOPUHI COCTOAHUSA B N
 [lonHas cUHXPOHM3ALNA MOYTOBbLIX ALLMKOB, apxXuBa, KapaHTUHa,
noroB 1 ovepenen
5D
CuHxpoHu3auusa KoHdurypaumum 158
F'opusoHTanbHoe macwTtabupoBaHue (ISP/MSSP) @
37|
« LleHTpanun3oBaHHbIN kKapaHTWUH, ynpaBneHue, lWdpoBaHue - | NF

* (OTKa30ycTON4YNBOCTb, reorpaduyeckas pacnpeneneHHoOCTb
« banaHcupoBka Harpysku ¢ ncrnonb3oBaHmem FortiADC unn
CTOPOHHUX NpPOn3BOANTENEN @

Rges

AR
= © Fortinet Inc. All Rights Reserved. 20



JononHutenbHblIe PYHKUUN




FortiNDR

@ Dashboard
| FortiView >
» Monitor > Status ©
£ System v Base URL | fortindr.fortidemo.com
Network APl key |
Administrator Test Connection
Configuration Upload timeout | 10 | (seconds)
. . " | = lommmn FPAY
Mall Setting Rain AntiVirus Profile i)
Customization
FO rti N D R High Availability Domain | --System-- v |
Certificate Profilename | FortiNDR Check
- )
i gl Defaultaction | Reject v + B
FortiGuard & i
PaboTtaet Ha ocHoBe rnyboknx N ntvins ,
o o @ Malware/virus outbreak Action| --Default-- v||+| &
HeMpOHHbIX CeTeMl KOTOpre Hey @ Heuristic Action| --Default-- v+ =
£ Nomain S llcar - -
MﬂeHTMd)ML'.MpyI‘OT N KﬂaCCMCbMLlMpyl-OT (P File signature check Action| --Default-- v + @
b
@ Grayware
nccnenyet, u riokmpyet
& FortiNkDR @© ENone=
M3OLL'|peHHbIe yrp03b|' Malicious/Virus Actiof e e ®
. | Discard L —
High risk Actio Reject L[+ =
= [lononHuTenbHas 3awmTa obopyaoBaHus Medium isk Actid, SyEtamQuarniive H[+]
Low risk Action| --Default-- v |+ || &
» HecKkornbko y3/10B B S
Scan mode Submit only
u BblCOKaﬂ I'IpOI/I3BOLI,I/ITeJ'IbHOCTb (B Attachment analysis
KAaliasAsin AR passsad] naeaie - Al e
Cancel

© Fortinet Inc. All Rights Reserved. 22



Fortilsolator

* [o3BonseT nonb3oBaTensaMm NpocMaTpmBaTh BEO-CTPaHMULbl B U30STIMPOBAHHOM
cpene, koTopasi oTobpa)kaeT KOHTEHT B yAaneHHOM KOHTEeNHepe

NMpsmon poctyn Yyepes Xpom

Latest Coronavirus Watchlist Markets Inves

US Europe Asia FX Rates Futures Crypto ~1D  S&P 500 Movers
| Dow 3272719 9922 030% a Ksu 123

| s&p 500 394816 3506 00%

| Nasdaq 1344173 a TSLA 5

| GlobalDow 3819.58 - E00 A MAT 4

| Gold 1.738.80 290 -017% v

loil 61.20 022 -036% v KLAC 49

Personal Finance Economy More v

Latest News av
Ve 44 BARRON'S Existing-Home Sales Fell In February. Don't Blame Rising
Mortgage Rates—Yet.
WRK  -35 Nasdagq up over 1% as Treasury yields retreat, Dow and S&P trade near
i session highs
ML 34 Rents are still dropping in some parts of the country — but these tenants
o are missing out
ccL 34 nopoly is eliminating beauty contest ‘C Chest’ cards as it
“ updates for modern players

THE FUTURE OF = 202
M CYBERSECURITY. RS/\<VorwfererwSe¢O 1
20 | Virtual Ex 2nce

COMING THIS MAY.

Market Snapshot i EV stocks ity us. iccalendar  Biden's first 100days  Daily Coronavirus Update  Pandemic: Year2 New ideasin retirement  The Moneyist

A bitcoin winter ahead?
Crypto expert predicts just
that, but after digital asset
hits $300,000 at end of 2021

MRKR $296 SNCA $201
22.11% 054

ickers | Higher volume than normal.

The MarketWatch
Need to Know
Newsletter

Guiding investors to the
most important news
ahead of each trading day

IRS: More $1,400 stimulus

payments are coming — so check

your mail

o 7 things you should not buy with your $1,400
stimulus check

* Opinion: How COVID assistance for a family of
4 can balloon to $69,440 over 17 months

Nasdaq soars 1.6% to kick off last full week of
March as Treasury yields retreat, Dow sees
slight gain

WKEY $1280

22.56% 037 18.41% 199

AocTyn 4yepe3 Fortilsolator k Xpom

Market Latest Coronavirus Watd Markets Inve: Barron's  Personal Finance Economy More v
US Europe Asia FX Rates Futures Crypto woe ~ 1D S&P 500 Movers Latest News av
| Dow 3272719 9922 030% a KU 123 Sive P BARRON'S Existing-Home Sales Fell In February. Don't Blame Rising
| 58P 500 s e Mortgage Rates—Yet.
— e = Nasdagq up over 1% as Treasury yields retreat, Dow and S&P trade near
| Nasdagq 1344173 22649  171% a TSLA 1| WRK: 35 session highs
| GlobalDow 381958 0.11% v 800 AMAT 4 AAL 34 Rents are still dropping in some parts of the country — but these tenants
= are missing out
| Gold 1.738.80 290 -017% v b
49 3 Monopoly is eliminating beauty contest ‘Community Chest’ cards as it
| oil 6120 022 -036% v KLAC 49 ccL 54 updates for modern players

THE FUTURE OF c )
M CYBERSECURITY. ,RS{\v’oénferenEe;OM
May 17 - 20 | Virtual Experienc

COMING THIS MAY.

Market Snapshot i ks EVstocks ily USS. economic calendar

A bitcoin winter ahead?

Crypto expert predicts just

that, but after digital asset

hits $300,000 at end of 2021

Trending Tickers

Wt

$522 JFIN $11.76 MRKR $296 SNCA $201

30.50% 122 43.05% 354 22.

© Fortinet Inc. All Rights Reserved.

Biden's first 100days  Daily Coronavirus Update  Pandemic: Year2 New ideasin retirement The Moneyist

The MarketWaich
Need to Know
Newsletter

Guiding investors to the
most important news
ahead of each trading day

IRS: More $1,400 stimulus
payments are coming — so check
your mail

* 7 things you should not buy with your $1,400
stimulus check

Opinion: How COVID assistance for a family of
4 can balloon to $69,440 over 17 months

Nasdaq soars 1.6% to kick off last full week of
March as Treasury yields retreat, Dow sees
slight gain

WKEY $12.80
18.41% 199

11% 054 2256% 037
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FortiPhish

« ObnayvHbIN cepBMC MUTaLNK PULLKHIA

« ObnacTt BHUMaHUSA:

» Phish: NpoBepka ocBeaoOMSIEHHOCTM O OULLIMHIE B peEXnMe
pearnbHOro BpeMeHu

* Analyze: icnonb3oBaHne aHanUTUKy ONs BbIABIEHUS
nosfib30BaTesien, NoABEPXKEHHbBIX PUCKY U obriacTen
Tpebyowmx ynyyeHns

» Train: Micnonb3oBaHme pe3ynsrtaTtoB YTO Obl ObITh
NHJOPMUNPOBAHHBIM O MOMbITKaxX OULLINHIA N 3alNTUTCS OT

ITUX atak

AR
- © Fortinet Inc. All Rights Reserved. 24



KapaHTuH

[Nlonb3oBaTenbckmnn ganmkect, Junkmail/Newsletter nanku

* LleHTpanu3oBaHHbIN KApPpaHTUH

* YOO6HLIM B aMUHUCTPUPOBaHUN

* MoxHo KOHCOJIMaAnpoBaTthb A4 BCEX LUITHO30B B

Knactepe

» Nangxect ¢ BO3MOXHOCTbLIO CaMOObCnyXnBaHuUsA

« OTnpaBuTenb U Tema

» CcCbINKK Ha BbIlMYCK U yaaneHune

» W3BneyeHune no web n anekrpoHHOW noyTe

« ABTOMaTU4YeCKass MapKMpoOBKa

* BbisiBnneHMe HOBOCTHbIX PacCbIJIOK

Send / Receive Folder View

s Q Tell me what you want to do.

) Meeting [ pmpB £ To Manager ¥ [ | Lg . .
QR & ; il Manage e f = R e
i EM- 7 Team Email v Done Eal i [ Address Book & W
Delete  Reply Reply Forward 5 g Move Rules OneNote Unread/ Categorize Follow Store | Meet Schedule  View
Al [ More - 2 Reply & Delete Create New = = Read 2 Up~ Y Filter Email ~ Now Meeting
Respond Quick Ste & Move Tags Find Add-ins GoToMeeting  Salesforce
<
All Unread Search Junk Email (CtrI~E} Pl
1[4 D@ [FrRoM susECT RECEVED  ~ size CATEGORIES
4 Date: Monday
Hailey Norman Tiiewsletter] 5 We're giving away 5o many prizes | might get fired Won 12/7/2020 5:53 PM CEC
12 days of infosec resources and huge giveaways
Mon 12/7/2020 2:35 PM 20K8

Mark Bornstein at ON24  [Newsletter] Why | love hosting Webinars that Rocked
R ay HiDavid, My favorite thing about hosting Webinars that Rocked, is

the amazing experiences that re-set the bar for what is possit

ith our marketing. And this year, has been one for the

Medium Daily Digest [Newsletter] Read the Email That Led to the Exit of Google A.L. Ethicist Timnit Gebru | Dave Gershgorn in OneZero Mon 12/7/2020 7:10 AM 82KB

2 nbos - cavdsorStonneta.  p 4 Calendar =

fle f Vew Go

wd Taks Took  Mely

4 | Boeams ~ Lame ~ Bow

yessBosk ' Besonspem | ® Tap~

reln; 24Qtonnet.com
Quarantine Summary: [ 14 messagels) quarastined
Me
‘ l Quarantine Summary
Date From
g Data Bulietin”

<Subscribe

Mother's Day Flowers”
ter @hearsayxazom

nfoc

Mo

rmhygqq@pensionlawyers.com

Harp Refinance’

HarpRefinance®
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12482 BulletinsPebemediallSA.com> Enterprises Moving to NoSC

Stories for Diorti. Predicting The Next Billion-Dollar Startups Of 2021. 16 Uncomfortable Acts People Try to Avoid. but That Actually Make Your Life Better. “Despite the academic success of battery research, the commercial
- =

heahi=)

(< LR

You Should Be Eating Every

Hloks
& faply = fowed [0 Archae @ Jnk @ Deleta ||/accine

ing Pl during
Xher Actons * ’ .

Sahject
[SPAM detected by FortiMadl] Includes: Why Are o
? 2
[SPAM detected by FortiMail] Wow, 519.99! That's ©
right, beautiful Mother's Day bouquets for $19.99
from ProFlowers. -
[SPAM detected by FortiMail] Don’t Let Another Day o
By z

[SPAM detected by FortiMall] Time to research these @

stocks! g
by FortiMadl] ProFlowers: we I
$19.99! That's right, beautiful Mother's Day bouque
for $19.99 b
[SPAM detected by FortiMail) Battom support leve °
confirmed ready for the next leg up. =4
[SPAM detected by FortiMadl] HARP refinance: o
lower-rates May Be Available Todsy. ¢
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BO3MOXHOCTU MOHUTOPUHra

&2 FortiMail VMO1 FML_CLOUD_VM-126 GW

@ Dashboard Mail Queue  Spam Outbreak  Virus Outbreak Dead Mail
[ FortiView >

€ Monitor v

EList | @ View | [ Delete || ¢ Send || & Download | Q Search.. 'O

Log (5] 1 E Recordsperpage: | 50 ¥

Quarantine

Mail Queue

ClientIP Envelope From Envelope To Subject

209.87.240.248 test@fortinet.com carl@tryptichconsulting.com,feqa@tryptic.. Samuel Yang, Beg

FortiView

Greylist N0 2794024

£-% FortiMail VMO1 FML CLOUD_VM-126 GW

Endpoint § @ Dashboard LIPSO FortiSandbox Statistics

Archive e iVi
el ey | statistics Summary (Today) cCeOom@E =

Sender Rey]

« CTaTncTunka no nosnb3oBaTensam u yrposam

Report Mail Statistics

£ System

Threat Statistics
@ Domain & Top User Statistics
Session
MoHUTOPUHr & v
£+ System
& Domain & User
B policy
» HacTtpauBaemble gawwbopabl =
Security
@ Encryption
E Data Loss Prevention

* Lnpoknin Habop UNLTPOB B i

Total(3519, 100%) Virus (8, 0.2%) Spam (3511, 99.8%)

Count, By Hour CHRLO2 2=

Attachment Filter (99.51%) [l FortiSandbox (0.25%) B SMTP Auth Failure (0.22%) Access Control-Relay Denied (0.01%) BBl Not Spam [0.01%]
700

Vv v v v v v v

» CKBO3HOW MNOMCK NO TUMNaM fnoroB e =

* WHTerpauus c FortiSIEM, FortiAnalyzer

= @ .l
BN | | || (111 f11(]1] g g
» [lone “Session ID” B O4vepensx n KapaHTnuHe ons | I l ” I
yOOOHOro nepekpecTHOro nomcka 8

+

AR
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dabpuka 6e3onacHocTu: FortiMail B koHconu FortiGate

Security Fabric

Internet ~

.@.

FGVMO040000154213

of =

Gateway

wn

tatistic Summary -

Not spam: 750

Il Not spam
Spam
M Virus

System Information - fml

nber FEVMO040000185357

p time 0 day(s) 0 hour(s) 35 minute(s)54 second(s)
Wed Aug 21 06:45:51 PDT 2019

........... Wed Aug 21 06:09:57 PDT 2019

v6.2,build249,190808 (6.2.0 GA)

Gateway

Configured: Off, Effective: Off

Q
B
-

o
[
%
=}

N
Aail Statistics ml < Minutex [3 i~ System Usage - fm - i
25
Ml Total Messages CPUusage 1%
20 Total Spams
Vvl ® Aemory usage  63%
Logdiskusage 0%
] Mail disk usage 0%
" System load 15%

Active sessions 1

© Fortinet Inc. All Rights Reserved.

Fortinet
Security
Fabric

27



3almTta KoHbmaeHUManbLHOCTHU

DLP, cooTBeTcTBME TPEDOOBAHMNAM, apXnUB

« 3awmTa KOHPNAeHLUanbLHOCTH

« CnoBapu ana obecneyeHuns coorsetcTeus HIPAA, GLBA, SOX, PCI DSS

« Scanning lNocTpoeHne oTnevyaTtkoB hansioB C NOMOLLbIO 3arpy3ku BPYYHYHO Un
CcKkaHnpoBaHusa obuwmx nanok Windows

e TLS & S/MIME wudppoBaHue
» TexHonorusa wmndpoBaHna noYyTbl ldentity Based Encryption
* He TpebyeTca OONOMHUTENBHOW NULIEH3UN

* Het obmeHa knovamu LLIVI(prBaHI/IFI, MUHUMaAlIbHOE YyripaBrieHne Kinto4amm
° ApXI/IBaLWIﬂ Ha OCHOBé€ NOJIUTUK

* [lo otnpaBuTenam/nonyyartesnsiM, KnOYeBbIM ClloBaM B TeMe/MMCbMe/BNOXEHUN
» [lopoepxunBaeTca apxuBauus B CETEBYIO Manky

» ApxuBauma Microsoft Exchange Journal

© Fortinet Inc. All Rights Reserved.
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Policies

Inbound Recipient Policy

 [lonntnka onpegender cnocob dounerpauunm

Enable L ®
Tpadomka Ha OCHOBE OBYX pPa3HbIX METOOOB: e
» [lonnTuka Ha ocHOoBe nosiyyarenen: dpunsrTpaumns Comments
9NEKTPOHHbLIX MUCEM MO OTNpPaBUTENO N/MnNn
noJiyqartersnto Sender Pattern
Type User (wildcard) v

 [lonnTtuka Ha ocHoBe |IP: punerpauus Ha
OCHOBE MUcxogHoro unu uenesoro IP-agpeca
ceaHca SMTP Recipient Pattern

* Vicnonb3oBaHve NonuTuK Ans e e =
NPUMeHeHUs Npodunen NPoBepKn 1

NpPOBEPKN MNOATTMHHOCTU © Profiles
AntiSpam | --None-- v <+

* [NlonnTukn Ha ocHoBe nony4yareneun u AntiVirus | ~None- -] [+
NONUTUKN Ha ocHoBe |P MOXHO ncnonb3oBaTthb Content _ | ~None- S

BMeECTeE

. © Fortinet Inc. All Rights Reserved. 29



[Mpochunun AHTUBUpYCa

AntiVirus Profile
Domain
* FortiMail ckaHnpyeT 3aranoBokK U e .
efault action iscard v .'
TEeKCT Ha HaJindmne BnpycoB -
) AntiVirus
¢ rlpOCbVU-”/l AHTI/IBI/IpyCa Onpeﬂ'eﬂﬂ}OT, @ Malware/virus outbreak Action | --Default-- v +
FortiMail npegnpyHumMaeT AenucTens N Eutta Adtich -Deslit. JIE
an O6Hapy>KeH|/”/| BI/IpyCa (3 File signature check Action| --Default-- v <+
@ Grayware
« 3ameHsieT noao3puTeribHbie NnCbMa '
* OTKnoHAeT
» KapaHTuH
== © Fortinet Inc. All Rights Reserved. 30



A
Pa3opyxeHune n peKoHCTpykuuna cogaepxxmmoro(CDR)

& Content Disarm and Reconstruction
 FortiMail yganaet nnu Heutpanusyet Ackim; |.~fone- -] [+
NnoTeHLUManbHoO onacHoe CoAepXXMMoe U O HTML content. | Modify content -
PEKOHCTPYUPYET COOOLLIEHNE SNTEKTPOHHON ’“URtL F; —— =S
MOYThbl U BNOXEHHbIE dannbl. App,jttmkgttb[t) S .
* Hentpanmnampyetr HTML v akKTUBHbIW KOHTEHT © Text content
pasnn4YHbIMKN cnocobamu: URL [Remove S iewseihue,
« [epeobpasyeT KOHTEHT B TEKCT Z :;Ofﬁ“

* Ypanenue nobbix URL-agpecoB nnn akTMBHOIO
KOHTEHTa

» [lepeHanpaBneHue Ha Fortilsolator nnu Click
Protection

« Obes3BpeXMBaAET NOTEHLMANbLHO ONAacHOEe
COAEPXKMMOE BO BIIOXKEHUSIX NOYTHI, B
Microsoft Office n PDF

- © Fortinet Inc. All Rights Reserved. 31



URL Click Protection

* Yoanutb unun octaButb URL-agpeca,
cogepXxalymecs B COOBLLEHUAX MOYThI

« CkaHupoBaTb URL-agpeca ¢ noMoLLlbHo
FortiGuard n FortiSanbox

* M3onupyeT yrposbl ¢ nomoLubio Fortilsolator

. © Fortinet Inc. All Rights Reserved.

URL Click Protection Option

& URL Rewrite
Category | default

Base URL https://172.16.99.123/

& URL Click Handling
Category | default

Action Allow with Confirmation

FortiSandbox Scan

Enable »
Action Allow with Confirmation
Timeout action Allow

Timeout (seconds) 5

& Fortilsolator Integration
Category unrated

Base URL
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